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https://twitter.com/search?q=#oauth

1 8 =
OAuth 2.0 7L —L7—9TH 5. ‘ X d OpenlD

[Docs] [Lxtlpdf] [draft-ietf-cauth-wv2] [Diffl] [DiffZ2] [IBE] [Exrrata]

PEOPOSED STANDAED
Errata Exist

Internet Engineering Task Force (IETF) D. Hardt, Ed.
Request for Comments: ©749 Microsoft
Obsoletes: LE40 October 2012

Category: Standards Track
ISSN: 2070-1721

The OAuth 2.0 Authorization Framework

Abstract

The OAuth 2.0 authorization framework enables a2 third-party
application to obtain limited access to an HTTP service, either on
behzalf of a resource owner by orchestrating an approval interaction

e —, s B |
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ream up the future
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P Al.Jch RER Al [ Es Bl Token Bind Authz Request protected
w/Hybrid Flow

Token
Hybrid Flow™ Authz Response protected

(confidential client)

entication

¥& A k—% > Authz Response protected

(confidential client) (Bearer Token)

Implicit Flow No client authentication

Plain OAuth Anonymous

*1) statef x93 DOEIEOI=HIC, ‘s hash’ 22T,
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OAuth’s primary security assumption is that there ~ N =g 3¢ | OpenlD’
IS only 1 Authz Server per client: -

In case of a Personal Finance Management Software/Client,
it will necessarily have multiple Authz Servers.

Make sure to have virtual separation, i.e., having different redirect endpoints
for each server to avoid Authz server mix-up attack etc.

©
>
@

1 Authz Server / client Model n Authz Server / client Model
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Message Authentication Problems D,; & I P

Communication through UA are not authenticated and thus can be tainted, but
often used without taint check.

Neither ‘code’ nor ‘state’ can be taken at its face value, but we do...

Not authenticated
TLS terminates here. (response type, client_id,
redirect_uri, scope, state)

©- D

Not authenticated
(code, state)

© 2016 by Nomura Research Institute. All rights reserved.
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Message Source Authentication Problems s

Since the authorization request and response goes through the browser, the
receiving ends cannot be sure of who is the real sender.

A,Z cannot verify that the
TLS terminates here. Authz request is from C,0

C,R cannot verify that the
Authz response is from G,0

© 2016 by Nomura Research Institute. All rights reserved.
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Message Destination Authentication Problems D,-e X I P

We are in a mobile app world, right?
“Code phishing” on public clients a.k.a. mobile apps

Custom scheme etc. can be hijacked by malware on the device.

It has been exploited against popular apps.
RFC7636 OAuth PKCE exists for the mitigation of this problem.

Redirect uri = goodapp://
Good
o O

Bad App |

15
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ldentity and authentication problems

OAuth has no notion of user identity.
User authentication is “out of scope”.

16
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Say OAuth is an Authentication
standard again.

1dare vou. | double dare vou.


http://www.twitter.com/nishantk

Nl OpenlD
Message confidentiality problems D,; & I P

Authorization request is not encrypted in the application layer thus can be seen by
the Man-in-the-browser etc.

And we know that malware abounds.
The most popular Online Banking attack in Japan since 2014 is man-in-the-browser.

TLS terminates here.

©- e

Malware can see the payload

© 2016 by Nomura Research Institute. All rights reserved.
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Clients sends token requests and resource requests to forged/compromised
servers. Then, these servers can act as a hostile client to replay the request.

E.g.,
- Sending a fake email to developer that the endpoints has been changed. (We know that about 1 in 20
trained engineer gets phished.)

- Combination of TLS certs mis-issuances and DNS spoofing, etc. < there seems to be real examples for
the attacks against banks.

Hi [ am
ABC Bank
API

19
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TOLEBEERRTB-DICHREEN DA, OpenID NRL -y % ¢|™ OpeniD
Foundation @Financial API WGT&®%, 7

HiY
Open Banking Standard

t*lljj_'ﬁ' + 754’[ “:/—‘7D774}l,‘ JSON A set of specifications and rules addressing the data, technical and security aspects to
data sharing in an open AP| environment; supported by a Governance Model.
data schema, REST APIs,

RIS A EIE IR L. ouaStndard  ppismdrd ety
naar
PV —2a AR ROEICRESA T BT — oo o ST OAuth_
9&*“ m 3‘5:&\ data :f e des;riged inform the design, the A‘l);lz
. _ and recorde: development and specification
P7)r—=avhEMOFEERENTEIE. s :

open API OpenID Connect

HRAE EXIT1ET I —BRBETEHT

t\

SRIT-SIEOFENDHLEST ., RRELUIZ7LIYMN— (SOURCE) ODI OBWG: The Open Banking Standard (2016)
FOELEZEBRBUERET S,

(Source) OpenID Foundation Financial APl WG draft FAPI WG0)§¥$HII§$E |
charter&TTIC. U#Y iR https://openid.net/wg/fapi/
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In a IPR safe and Completely Open Environment

IPR regime
Mutually assured patent non-assert

Trademark (OpenlD®) control against false claim of
the spec support

Certification support to reinforce the interoperability

Completely Open Environment

Free of charge to join the WG as long as you file the
IPR agreement

Bitbucket (git) to track the changes
- File an issue and send a pull request!

Made possible by these sponsors!

© 2016 by Nomura Research Institute. All rights reserved.
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Financial Services — Financial API --

Part 1. Read Only API Security Profile
http://openid.net/specs/openid-financial-api-part-1.html
» Implementer’s Draft (I-D) ~3€3<Ri#a
Part 2: Read and Write API Security Profile
- LRI 7MERARITTERD, 3A~4AIC Public Review+I-DIR %
Part 3: Open Data API
- UK OBSOENEEREHSEHRE
Part 4. Protected Data APl and Schema - Read only
- $R{TCIRE - US FS-ISAC DDA / OpenBank Project / Figo ZiE%&SEIC{ER
- SEF O EE — IRENRITHRIERE D
Part 5: Protected Data APl and Schema - Read and Write
- FE

© 2016 by Nomura Research Institute. All rights reserved.
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Financial Services — Financial API -- N'{I 4 I OpenlD’
Part 1: Read Only API Security Profile

%) keywords B', IETFEIBROEEVET . (ISODKeywords, “shall”, “should”, “may”, “can” Z{E>T\ \S7= ),

LWolEL “shall” BWET, 2EBPSLEL WX VT2 LA, RTEEA.

5.2.2. Authorization Server

The Authorization Server

+ shall support both public and confidential clients;
« shall provide a client secret that adheres to the reguirements in section 16.19 of [OQIDC] if a symmetric key is used;
+« shall authenticate the confidential client at the Token Endpoint using one of the following methods:
1. TLS mutual authentication [TLSM];
2. JWS Client Assertion using the client secret or a private key as specified in section 9 of [OQIDC];
« shall require a key of size 2048 bits or larger if RSA algorithms are used for the client authentication;
+« shall require a key of size 160 bits or larger if elliptic curve algorithms are used for the client authentication;
+« shall support [RFC7636] with 53256 as the code challenge method;
* shall require Redirect URIs to be pre-registered;
+ shall require the redirect uri parameter in the authorization request;
* shall require the value of redirect uri to exactly match one of the pre-registered Redirect URIs;
+ shall require user authentication at LoA 2 as defined in [X.1254] or more;
« shall reguire explicit consent by the user to authorize the requested scope if it has not been previously authorized;
+ shall verify that the Authorization Code has not been previously used if possible;
« shall return the token response as defined in 4.1.4 of [RFC67497;
« shall return the list of allowed scopes with the issued access token;
« shall provide opaque non-guessable access tokens with a minimum of 128 bits as defined in section 5.1.4.2.2 of [RFC&819].
+« should clearly identify long-term grants to the user during authorization as in 16.18 of [QIDC]; and
« should provide a mechanism for the end-user to revoke access tokens and refresh tokens granted to a Client as in 16.18 of [OIDC].

(8P )Financial Services — Financial API —— Part 1: Read Only API Security Profile Implementer’ s Draft

25
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Certification test will be available online

d" OpenlD

CERTIFIED

© 2016 by Nomura Research Institute. All rights reserved.
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(TERHDIELSEREINTLBHLESH IS, Certification lkedk>T
R TEBDLSICLTLL,

A1 NEHENTNBT AN AL—Me#EST, IELL
KRINT\BZEETESR.
&R %Self Certify LCE - DF

— FTCIESRDBEC TFICAS, ChICE>TEFHEZIBER,
¥z, O HRAHTNh20T, EROBRSIR. thEHIEHATEE,

IRTEIFOP CertificationAIEX iR,
FKERP CertificationHRRENDPE.
FAPIUCHLTEH., RERDAF—LTTAMIEEICT D FE.

Certification®FF#il= DLV Tl
http://openid.net/certification/ & f
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BOAuth 2.0 for Native Apps

®OpenlD Foundation@®Native Apps WGCOIREHEREIETFICIHBRAALZED,
®https://tools.ietf.org/ntml/draft-ietf-oauth-native-apps-07

®Native apps MUST use an external user-agent to perform OAuth authentication requests.
- Embedded User-agent (e.g.WebView) I$fE>TldL \F4:00.

® Authorization servers MUST support the following three redirect URI options.
- App-declared Custom URI Scheme Redirection

- App-claimed HTTPS URI Redirection
- Loopback URI Redirection

®Public native app clients MUST protect the authorization request with PKCE [RFC7636].

® Authorization servers that still require a shared secret for native app clients MUST treat the
client as a public client

30
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Join the group!

https://openid.net/wg/fapi/
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